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DETAILED ACTION 



1. This action is in response to the communication filed on 08/06/2002. 
Claims 1 - 43 were received for consideration. No preliminary amendments to 
the claims were filed. Claims 1 - 43 are currently being considered. 



2. Three initialed and dated copies of Applicant's IDS form 1449 are attached 
to the Office action. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



Claims 1-43 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Olkin et al. (Patent Number 6,584,564). 
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Regarding Claim 1, Olkin teaches and describes, a secure electronic 
document (Fig. 1, 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 

- Column 1 8 line 28), comprising: 

a form for entry of a password by a recipient of the document, the form 
being adapted to be displayed within an HTML-compliant web browser (Column 
12 lines 21 -56); 

an encrypted message (Column 12 line 21 - Column 13 line 52); and 
a decryption module that uses the password to decrypt the encrypted 

message for display within the HTML-compliant web browser (Column 15 lines 9 

-51); 

wherein the document allows the encrypted message to be decrypted and 
viewed on a computer having an HTML-compliant browser installed thereon, 
without a need for decryption software installed on the computer (Column 15 line 
31 - Column 17 line 4). 

Regarding Claim 13, Olkin teaches and describes, a secure electronic 
document (Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 1 2 line 21 

- Column 1 8 line 28) comprising: 

a document wrapper including a description of a user interface (Column 
12 lines 21 -56); 

encrypted data representing a source message which has been encrypted 
with an encryption key (Column 12 line 21 - Column 13 line 52); 
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processing instructions located within the document wrapper (Column 12 
lines 21 - 56; and 

a decryption element configured to receive a password entered by a 
recipient via the user interface, and to use the password and the processing 
instructions to decrypt the encrypted data within the document (Column 15 lines 
31 -51). 

Regarding Claim 30, Olkin teaches and describes, a secure messaging 
system for protecting the contents of an electronic message being sent to a 
recipient (Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - 
Column 18 line 28), the system comprising: 

an encrypting module for preparing a secure document, the encrypting 
module configured to receive a key and an electronic message (Column 1 1 line 
44 - Column 13line 52); and 

an electronic mail gateway module configured to receive the secure 
document from the encrypting module and to send the secure document to a 
recipient, wherein the encrypting module is configured to create an encrypted 
message by encrypting the electronic message with the key, and wherein the 
secure document comprises an HTML-compliant wrapper, the encrypted 
message, a processing script, and a decryption element, the processing script 
containing instructions for accessing the encrypted message, and the decryption 
element being capable of recovering the electronic message from the encrypted 
message when presented with a password by the recipient (Fig. 1 ; Column 5 line 
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35 - Column 7 line 25; Column 12 line 21 - Column 13 line 52 and Column 15 
lines 31 -51). 

Regarding Claim 33, Olkin teaches and describes, a method for sending a 
message to a recipient (Fig. 1, 7; Column 3 line 32 - Column 4 line 57 and 
Column 12 line 21 - Column 18 line 28), the method comprising the steps of: 

preparing an encrypted message by encrypting a source message using 
an encryption key and an encryption algorithm (Column 2 lines 6-49 and 
Column 12 line 21 - Column 13 line 52); 

preparing a secure document comprising an HTML-compliant wrapper, the 
encrypted message, a processing script, and a decryption element, wherein the 
processing script contains instructions for accessing the encrypted message, and 
wherein the decryption element includes a module capable of recovering the 
source message from the encrypted message when presented with a password 
by the recipient (Column 12 lines 21 - 56 and Column 15 line 9 - Column 17 line 
4); and 

sending the secure document to a recipient (Column 13 lines 7 - 52). 

Regarding Claim 38, Olkin teaches and describes, a method for sending 
and receiving a message (Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and 
Column 12 line 21 - Column 18 line 28), the method comprising the steps of: 
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preparing an encrypted message by encrypting a source message using 
an encryption key associated with a recipient and an encryption algorithm 
(Column 2 lines 6-49 and Column 12 line 21 - Column 13 line 52); 

preparing a secure document comprising an HTML-compliant wrapper, the 
encrypted message, a processing script, and a decryption element (Column 12 
line 21 - Column 13 line 52); 

forwarding the secure document to a recipient's device (Column 13 line 7 

-52); 

processing the wrapper of the secure document using a browser running 
on the recipient's device (Column 15 lines 31 - 51); 

entering a password into the browser (Column 15 line 31 - 58); 

running the processing script of the secure document to access the 
decryption element (Column 15 line 31 - Column 16 line 31); 

recovering the source message by decrypting the encrypted message with 
the password and the decryption element (Column 16 lines 29 - 55); and 

presenting the recovered source message to the recipient, wherein the 
secure document allows the encrypted message to be decrypted and viewed on 
a device having a browser installed thereon, without a need for decryption 
software installed on the device (Column 15 line 31 - 51 and Column 16 line 43 - 
46). 

Regarding Claim 43, Olkin teaches and describes, a computer readable 
medium having stored therein a software module (Fig. 1 , 7; Column 3 line 32 - 
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Column 4 line 57 and Column 12 line 21 - Column 18 line 28), which when 
executed performs the steps of: 

preparing an encrypted message by encrypting a source message using 
an encryption key and an encryption algorithm (Column 2 lines 6-49 and 
Column 12 line 21 - Column 13 line 52); 

preparing a secure document comprising an HTML-compliant wrapper, the 
encrypted message, a processing script, and a decryption element, wherein the 
processing script contains instructions for accessing the encrypted message, and 
wherein the decryption element includes a module capable of recovering the 
source message from the encrypted message when presented with a password 
by the recipient (Column 1 2 lines 21 - 56 and Column 1 5 line 9 - Column 1 7 line 

4); 

forwarding the secure document to a mail gateway module (Column 13 
line 7 -52). 

Claims 2, 14, 16 and 17 are rejected as applied above in rejecting claims 
1 and 13. Furthermore, Olkin teaches and describes, a secure electronic 
document (Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 
- Column 18 line 28), wherein the form is configured to present a password entry 
field and a decryption button to a user when the form is processed by the HTML- 
compliant web browser (Column 3 lines 42 - 50 and Column 15 lines 1 - 44). 
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Claims 3 and 19 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the encrypted message comprises an email attachment 
(Column 13 line 7 - Column 14 line 35). 

Claims 4 and 20 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1, 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module comprises script code configured to 
be executed within the HTML-compliant browser (Column 15 line 31 - Column 

17 line 4). 

Claims 7 and 23 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 

18 line 28), wherein the decryption module is configured to receive a password 
and use the password to generate a decryption key, the decryption module being 
configured to use the decryption key to decrypt the encrypted message (Column 
15 line 31 - Column 17 line 4). 

Claims 8 and 25 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
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(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module comprises an Active X control 
(Column 1 5 lines 9-15 and column 1 8 line 60 - Column 1 9 line 6). 

Claims 9 and 26 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module comprises software which is 
configured to be executed within a browser (Column 7 line 47 - Column 8 line 
67). 

Claims 10 and 27 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module is downloaded across a 
communications medium as needed (Column 7 line 47 - Column 8 line 67). 

Claims 1 1 and 28 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module comprises a Java applet (Column 7 
line 47 - Column 8 line 67). 
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Claims 12 and 29 are rejected as applied above in rejecting claims 1 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module comprises both a Java program and 
an Active X control (Column 7 line 47 - Column 8 line 67). 

Claims 15, 34, 37, 39 and 42 are rejected as applied above in rejecting 
claims 13, 33 and 38. Furthermore, Olkin teaches and describes, a secure 
electronic document (Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 
12 line 21 - Column 18 line 28), wherein the document wrapper is formatted in 
Extensible Markup Language (Column 12 lines 57 - 65). 

Claim 31 is rejected as applied above in rejecting claim 30. Furthermore, 
Olkin teaches and describes, a secure messaging system for protecting the 
contents of an electronic message being sent to a recipient (Fig. 1 , 7; Column 3 
line 32 - Column 4 line 57 and Column 12 line 21 - Column 18 line 28), wherein 
the decryption element is configured to send a confirmation message to the 
encrypting module confirming the successful access of the encrypted message 
by the recipient (Column 13 lines 7 - 52). 

Claims 5, 21 and 24 are rejected as applied above in rejecting claims 4 
and 13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1 , 7; Column 3 line 32 - Column 4 line 57 and Column 1 2 line 21 - Column 
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18 line 28), wherein the decryption module comprises JavaScript commands 
(Column 7 line 47 - Column 8 line 67). 

Claims 6 and 22 are rejected as applied above in rejecting claims 4 and 
13. Furthermore, Olkin teaches and describes, a secure electronic document 
(Fig. 1, 7; Column 3 line 32 - Column 4 line 57 and Column 12 line 21 - Column 
18 line 28), wherein the decryption module comprises Visual Basic script 
commands (Column 7 line 47 - Column 8 line 67). 

Claim 32 is rejected as applied above in rejecting claim 31 . Furthermore, 
Olkin teaches and describes, a secure messaging system for protecting the 
contents of an electronic message being sent to a recipient (Fig. 1 , 7; Column 3 
line 32 - Column 4 line 57 and Column 12 line 21 - Column 18 line 28), wherein 
the confirmation message allows the sender to identify the recipient of the 
message (Column 13 lines 7 - 52). 

Claims 35 and 40 are rejected as applied above in rejecting claims 33 and 
38. Furthermore, Olkin teaches and describes, a method for sending and 
receiving a message to a recipient (Fig. 1 , 7; Column 3 line 32 - Column 4 line 
57 and Column 12 line 21 - Column 18 line 28), wherein the encryption key is 
derived from the password (Column 2 lines 6-49 and Column 12 line 21 - 
Column 13 line 52). 
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Claims 36 and 41 are rejected as applied above in rejecting claims 33 and 
38. Furthermore, Olkin teaches and describes, a method for sending and 
receiving a message to a recipient (Fig. 1, 7; Column 3 line 32 - Column 4 line 
57 and Column 12 line 21 - Column 18 line 28), wherein the password is hashed 
to generate the encryption key (Column 15 lines 45 - 65 and Column 16 line 60 - 
Column 17 line 4). 

Conclusion 

Any response to this action should be mailed to: 
Commissioner of Patents and Trademarks, Washington, D.C. 
20231 or faxed to: (703) 872-9306 for all formal communications. 
Hand-delivered responses should be brought to Crystal Park II, 2121 
Crystal Drive, Arlington, VA, Fourth Floor (Receptionist). 
Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Pramila Parthasarathy whose telephone 
number is 703-305-8912. The examiner can normally be reached on 8:00a.m. 
To 5:00p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 
703-305-3900. 



Pramila Parthasarathy ~> 
Patent Examiner *7 . ( /W >t 

703-305-8912 EMMANUEL L. MOISE 

August 05, 2004 PRIMARY EXAMINER 




